
Short	version	:	A	KDM	is	a	«	digital	key	»	for	encrypted	DCPs.

Metaphorical	version	:	A	KDM	is	like	a	tamper-proof,	sealed	envelope	that	contains	one	or	several	keys,	along
with	a	letter	containing	details	about	these	keys,	what	they	are	used	for,	etc.

Technical	version	:	A	KDM	is	an	XML	file	containing	a	multitude	of	data,	such	as	metadata	which	links	the	KDM
to	a	CPL,	defines	validity	dates,	and	the	AES	decryption	keys	which	allow	the	decryption	of	all	the	encrypted
assets	(MXF)	defined	in	the	CPLs	of	a	DCP.

A	KDM	is	created	by	a	laboratory	for	a	theater	allowing	it	to	read	an	encrypted	digital	movie.

In	which	case	is	a	KDM	used	?

A	KDM	is	required	only	in	the	following	cases	:

To	decrypt	an	encrypted	DCP	(for	a	theatrical	projection,	for	example)
To	share	decryption	keys	between	two	post-production	entities	(such	as	laboratories)

Thus,	a	KDM	is	not	required	for	non-encrypted	DCPs

The	various	standards	related	to	the	KDM	:

SMPTE	430-3	(2012)	-	Generic	Extra-Theatre	Message	Format	(ETM)
SMPTE	430-1	(2017)	-	Key	Delivery	Message	(KDM)
SMPTE	430-2	(2017)	-	Digital	Certificate
SMPTE	429-2	(2020)	-	DCP	Operational	Constraints

The	internal	structure	of	a	KDM	is	based	on	the	following	standards	:

Standards	D-Cinema	Generic	Extra-Theater	Message	(ETM).
Standards	Key	Delivery	Message	(KDM)

The	first	one	(ETM)	defines	a	common	format	(XML)	for	data	and	information	exchanges	between	equipment	or
services	in	the	digital	cinema	field.	The	second	(KDM)	uses	the	ETM	format	as	a	basis	and	build	on	it	adding	or
removing	elements	in	order	to	create	a	final	format	:	the	KDM.

To	understand	the	principle,	let's	get	back	to	the	distribution	workflow	of	a	digital	film	in	theater	and	its
constraints	:

KDM	
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When	a	movie	is	distributed	in	theaters,	all	copies	of	a	given	version	of	a	movie	(such	as	the	French	version)	sent
in	theaters	are	identical.	They	isn't	an	individual	copy	for	each	theater,	they	are	all	identical.

It	allows	a	movie	to	be	easily	distributed	to	several	theaters.	It	prevents	a	laboratory	from	making	several
different	copy	for	each	theater	that	requests	it:	the	laboratory	only	needs	to	create	a	single	DCP	and	send	it	to	all
theaters.

Think	of	it	like	a	DVD	or	Blu-ray	sold	in	stores:	everyone	who	buys	the	DVD	of	a	movie	gets	the	same	copy.	You
don't	get	a	custom-made	copy	just	for	you	and	your	DVD	player.

Why	don't	we	create	individual	encrypted	DCPs	for	each	theater	?

We	have	to	consider	the	logitics	of	theatrical	delivery:	In	France,	for	example,	a	movie	can	be	distributed	to	over
400	or	even	500	screens.	If	a	laboratory	were	to	encrypt	each	DCP	copy,	it	should	encrypt	tera-octets	(or	even
peta-octets)	of	data	to	create	each	copy.

If	that	were	the	case,	it	would	require	extraordinary	computing	power	—	for	each	copy	of	a	movie,	and	for	every
differents	versions	(original,	dubbed,	2D,	3D,	Dolby	Atmos,	..),	and	for	all	movies	released	in	the	same	week	:
that's	impossible.	Even	more	so	in	the	early	2000s	when	the	DCI	specifications	were	created.

Thus,	a	single	DCP	encryption	for	every	theater	was	adopted.

So,	in	theater,	screen	#1	will	have	the	same	copy	as	screen	#2.

From	this	point,	to	decrypt	a	DCP,	we	need	to	deliver	the	encryption	keys	to	the	theaters.

For	security	reasons,	it	is	impossible	to	deliver	them	to	all	theaters	in	plain	sight	and	accessible	to	anyone	:	if
these	keys	are	leaked,	they	would	allow	anyone	to	decrypt	the	movie	without	any	problem.

Thus,	there	is	a	second	mechanism:	that	of	encrypting	the	encryption	keys	to	create	derived	keys	with	the	help	of
another	specific	cryptographic	method	which	provides	a	kind	of	"link"	with	the	equipment	in	the	projection	booth
(or	in	a	laboratory):	Therefore,	we	can	generate	a	unique	key	for	each	screen.

If	you	haven't	read	it	yet,	I	recommend	reading	the	following	chapter	Cryptography	that	explains	all	cryptographic
concepts	involved,	with	beautiful	diagrams.

Use	an	allegory	as	example	:

Imagine	a	house	(DCP)	with	several	closed	rooms	(encrypted	MXF)	that	are	locked	by	keys	(AES).

FIGURATIVE	EXPLANATIONS
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These	keys	(AES)	must	be	transmitted	to	certain	people	(eg.	theaters,	laboratories).	To	do	that,	they	provide	their
own	mini	Safe	(RSA	public	certificate).

As	soon	as	it's	closed,	these	safes	can	only	be	opened	with	a	private	code	(RSA	private	key)	that	each	of	these
people	has.	When	the	safe	is	closed,	it's	impossible	to	open	it,	not	even	by	you	and	someone	else.	Only	the	holder
of	the	private	code	can	open	their	own	safe.

Put	the	key	(AES)	inside	the	safe	and	close	it	(using	the	RSA	public	certificate	-	which	gives	an	encrypted	data	for
real,	but	in	our	example,	we	just	close	the	safe).

At	last,	for	logistic	reason,	you	put	this	safe	inside	a	big	delivery	cardboard	box	(KDM)	accompagnied	by	a	letter
containing	some	useful	and	public	information	(KDM	Metadata)	for	those	who	receive	or	process	the	delivery
cardboard	box	(such	as	the	software	in	booth	like	TMS).

The	person	will	receive	the	delivery	cardboad	box	(KDM),	they	open	it,	read	the	letter	(KDM	Metadata)	to	know
what	the	box	contains.	Then,	with	their	own	private	code	(RSA	privave	key),	they	open	their	own	safe	(for	real,
the	safe	is	encrypted	data)	:	at	last,	they	got	the	key	(AES).

Fundamentally	and	technicaly,	after	all	the	processes,	the	delivery	cardboard	box	(KDM)	is	useless.	In	other
words,	a	KDM	becomes	totally	useless	once	you	have	access	to	the	AES	keys.

However,	for	several	reasons	(such	as	the	right	management),	the	DCI	players	store	theses	informations	(either
the	entire	KDM,	or	just	the	metadata)	in	order	to	determine	whether	a	theater	can	or	cannot	exploit	the	movie.

To	summarize	:

"The	house"	is	our	own	digital	movie	(DCP)
"The	closed	room"	is	our	encrypted	MXF.
"The	key"	is	our	AES	key	1

"The	safe	with	the	private	code"	are	our	RSA	public	certificate	(safe)	and	RSA	private	certificate	(private
code)
"The	cardboard	box"	and	"the	letter"	are	own	KDM	and	these	metadata.

Thus,	our	KDM	stores	:

Our	letter	:	the	public	and	non-encrypted	metadata	(in	plaintext)
Our	safe	:	the	private	and	encrypted	data	(AES	keys)

In	summary:	the	main	purpose	of	a	KDM	is	to	store	AES	keys	which	will	be	used	to	decrypt	the	encrypted	MXF	and
will	be	identified	in	the	CPLs.

A	KDM	is	a	file	in	XML	format	(UTF-8	encoding).

To	help	with	understanding	the	rest	of	the	document,	Get	straight	to	the	core	with	an	example	of	a	complete	KDM
2,	including	optional	elements,	for	a	CPL	generated	for	this	particular	case	:

<?xml	version="1.0"	encoding="UTF-8"?>
<DCinemaSecurityMessage	xmlns="http://www.smpte-ra.org/schemas/430-3/2006/ETM">
		<AuthenticatedPublic	Id="ID_AuthenticatedPublic">
				<MessageId>urn:uuid:324767c2-b6c9-40ab-90a1-cb947849e097</MessageId>
				<MessageType>http://www.smpte-ra.org/430-1/2006/KDM#kdm-key-type</MessageType>
				<AnnotationText	language="en">KDM</AnnotationText>
				<IssueDate>2022-10-02T21:07:09+00:00</IssueDate>
				<Signer	xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
						<ds:X509IssuerName>dnQualifier=\+LLvuYNO4YBJSp9Jjmlv8oippzQ=,CN=.DC.DMS.DC2.SMPTE,OU=DC.DOREMILABS.COM,O=DC2.SMPTE.DOREMILABS.COM</ds:X509IssuerName>
						<ds:X509SerialNumber>643</ds:X509SerialNumber>
				</Signer>
				<RequiredExtensions>
						<KDMRequiredExtensions	xmlns="http://www.smpte-ra.org/schemas/430-1/2006/KDM">
								<Recipient>
										<X509IssuerSerial	xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
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												<ds:X509IssuerName>dnQualifier=BnB0iDJLgyqiWUjn1uqrOy2/DEE=,CN=.US1.DCS.DOLPHIN.DC2.SMPTE,OU=DC.DOREMILABS.COM,O=DC2.SMPTE.DOREMILABS.COM</ds:X509IssuerName>
												<ds:X509SerialNumber>88529450606517722</ds:X509SerialNumber>
										</X509IssuerSerial>
										<X509SubjectName>dnQualifier=1xGSxNEWLq7EwRnJ2EAEBoOTfIY=,CN=LE	SPB	MD	FM	SM.IMB-239697.DC.DOLPHIN.DC2.SMPTE,OU=DC.DOREMILABS.COM,O=DC2.SMPTE.DOREMILABS.COM</X509SubjectName>
								</Recipient>
								<CompositionPlaylistId>urn:uuid:1ce461e5-548f-4b91-a70a-60b7bc077fb5</CompositionPlaylistId>
								<ContentTitleText	language="en">DCP-INSIDE	KDM</ContentTitleText>
								<ContentAuthenticator>86yEpVl81kHxy/8bbkZTeXJcVx4=</ContentAuthenticator>
								<ContentKeysNotValidBefore>2010-01-01T00:00:00+02:00</ContentKeysNotValidBefore>
								<ContentKeysNotValidAfter>2040-12-31T23:59:59+02:00</ContentKeysNotValidAfter>
						<AuthorizedDeviceInfo>
								<DeviceListIdentifier>urn:uuid:8d000cc3-1ac2-4b65-a01e-aeb3f17a0211</DeviceListIdentifier>
								<DeviceListDescription	language="en">my	device	list</DeviceListDescription>
								<DeviceList>
										<CertificateThumbprint>2jmj7l5rSw0yVb/vlWAYkK/YBwk=</CertificateThumbprint>
								</DeviceList>
						</AuthorizedDeviceInfo>
						<KeyIdList>
								<TypedKeyId>
										<KeyType	scope="http://www.smpte-ra.org/430-1/2006/KDM#kdm-key-type">MDIK</KeyType>
										<KeyId>urn:uuid:abadcafe-abad-cafe-abad-cafe00000001</KeyId>
								</TypedKeyId>
								<TypedKeyId>
										<KeyType	scope="http://www.smpte-ra.org/430-1/2006/KDM#kdm-key-type">MDAK</KeyType>
										<KeyId>urn:uuid:abadcafe-abad-cafe-abad-cafe00000002</KeyId>
								</TypedKeyId>
								<TypedKeyId>
										<KeyType	scope="http://www.smpte-ra.org/430-1/2006/KDM#kdm-key-type">MDSK</KeyType>
										<KeyId>urn:uuid:abadcafe-abad-cafe-abad-cafe00000003</KeyId>
								</TypedKeyId>
								<TypedKeyId>
										<KeyType	scope="http://www.dolby.com/cp850/2012/KDM#kdm-key-type">MDEK</KeyType>
										<KeyId>urn:uuid:abadcafe-abad-cafe-abad-cafe00000004</KeyId>
								</TypedKeyId>
						</KeyIdList>
						<ForensicMarkFlagList>
										<ForensicMarkFlag>http://www.smpte-ra.org/430-1/2006/KDM#mrkflg-picture-disable</ForensicMarkFlag>
										<ForensicMarkFlag>http://www.smpte-ra.org/430-1/2006/KDM#mrkflg-audio-disable</ForensicMarkFlag>
										<ForensicMarkFlag>http://www.dcimovies.com/430-1/2006/KDM#mrkflg-audio-disable-above-channel-12</ForensicMarkFlag>
						</ForensicMarkFlagList>
						</KDMRequiredExtensions>
				</RequiredExtensions>
				<NonCriticalExtensions/>
		</AuthenticatedPublic>
		<AuthenticatedPrivate	Id="ID_AuthenticatedPrivate"	xmlns:enc="http://www.w3.org/2001/04/xmlenc#">
				<enc:EncryptedKey>
						<enc:EncryptionMethod	Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p">
								<ds:DigestMethod	xmlns:ds="http://www.w3.org/2000/09/xmldsig#"	Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>
						</enc:EncryptionMethod>
						<enc:CipherData>
								<enc:CipherValue>MEXikAS/9WQTEG1mZs8gBICWym2OciZCq7hR0YCdsPr6jvPMeASr
mU0WxFbUHpkUASZa737KfgPo/XB2VXt2exUUvskbLetkoMlpICeLU5/JdNPBhWPbphDXAXqzO8wE
riNFSmUQaKd5ds5Z5nPDhfTsPX70vfrqX6HeUz6aX676/D2GfuZyhxnamLYYJprxbnTTridP5WUs
8JM8L5qEwqdxLZK0UoYEW9gRpfg3iYpBr8dqIdLC2kvGzaEuKU0F0kOHiTANlwnXKEZkRLcHBlti
5O0RN9Tzce+t/D1LZG2MvvzwVnWNYoyD/ozuww+wISOC5TOQwAUgPg2IrKIW1A==</enc:CipherValue>
						</enc:CipherData>
				</enc:EncryptedKey>
				<enc:EncryptedKey>
						<enc:EncryptionMethod	Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p">
								<ds:DigestMethod	xmlns:ds="http://www.w3.org/2000/09/xmldsig#"	Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>
						</enc:EncryptionMethod>
						<enc:CipherData>
								<enc:CipherValue>SlaeGHfhbm2YgVosrN2qSLsxz+K7N7t09YGWxh3+Ud3HtBElFap5
ayhGBFgPEhnpof3XBsAxbW73C+D/GcXWHkCNEFIaDbYG6cL8EyWIwYeoYstdAPVjLatj4L0InD4H
DV4YeM5xnTpoqMHYS5ICSr0SlJYyHzCLp+Plj0Fv/IS0y9CXTrUisX+rFM8ivLdOOOZoBoDn4jyD
eKBm38Fcw9fTpve8hDFR5syGXM4bc5S17dUfO+IWcwJlSlq1GpTa3GrZ6Hpdse35GJRm3utk1ma1
VTJ602hjAMu+mjRWbBPFbfaUlmh0iTdCIjSfFo78ChGoJpHdTENCxbDaKC0cpw==</enc:CipherValue>
						</enc:CipherData>
				</enc:EncryptedKey>
				<enc:EncryptedKey>
						<enc:EncryptionMethod	Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p">
								<ds:DigestMethod	xmlns:ds="http://www.w3.org/2000/09/xmldsig#"	Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>
						</enc:EncryptionMethod>
						<enc:CipherData>
								<enc:CipherValue>PmqCZD7E45n0Tor7cFJIZnI5sutG1wcgzsMj4wENiQYyiutYB8SH



7Jc2v8yKwVJGvTUurz2+kimRUb3pDEVW8BneQBZfdmx3McvUE9ZftTHTKkpOXJQmhtoEVor+6NcG
HSo4K+crPBbuRmJXmFPh1Nh+0jFCz1KW6MsMFgu1yNGBs54I6q1OwJXsX6vnYsLst6zYfxwSfpcK
OPJBebpfpe3L1xjpDe7iteoGg+yIObmunkBKvNXKf5rtIVUJ7mVkAnqHIUZpOd25S4dS6SOPW88k
mGtBDVClC+t1GYmgRk82VW6FoN7tU1HE6VOVHO61X0AQw3GUqIU2cGQAB9AAmw==</enc:CipherValue>
						</enc:CipherData>
				</enc:EncryptedKey>
				<enc:EncryptedKey>
						<enc:EncryptionMethod	Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p">
								<ds:DigestMethod	xmlns:ds="http://www.w3.org/2000/09/xmldsig#"	Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>
						</enc:EncryptionMethod>
						<enc:CipherData>
								<enc:CipherValue>mNZp/GPjPaWDIzmbBvF1XcX5AoXVcYUOdeXkAcdUTHK+YxNrqm0N
HZoSp7watPwjFHS+FwcH5r62SDHf9hbWlLI9EBakj6xXQ1EkStd/i7gviUA6LJhAnTjjlMTdWclj
v5Dqto6yOZwg/yZbo+ea87GoscZvFO4BuMuwUic/U1iPjYg3eM87r8VsH9+MqriV/8XeJ8xnn38c
r6mI5/TbHf53Slu+Ft4dk49DsN6MMHos5WWr7J6GFtNRJICa9F7IrXMiCqG9CZxw7Zlt8Z90l5uz
4m3lip/a2DjuiruUKD/XAz4uSCGCMYD3Q8eUw5tpLKkPmKqlY1K4pkSbueuXKg==</enc:CipherValue>
						</enc:CipherData>
				</enc:EncryptedKey>
		</AuthenticatedPrivate>
		<ds:Signature	xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
				<ds:SignedInfo	xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
						<ds:CanonicalizationMethod	Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315#WithComments"/>
						<ds:SignatureMethod	Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
						<ds:Reference	URI="#ID_AuthenticatedPublic">
								<ds:DigestMethod	Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
								<ds:DigestValue>qN4dvJpemd94ppazl6ii6nmo9JflBczdpT9yXb3ltow=</ds:DigestValue>
						</ds:Reference>
						<ds:Reference	URI="#ID_AuthenticatedPrivate">
								<ds:DigestMethod	Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
								<ds:DigestValue>9bowz05/W7f4qTJfO4K1VXTYEI14uQgJDYr6Z1uP/Ho=</ds:DigestValue>
						</ds:Reference>
				</ds:SignedInfo>
				<ds:SignatureValue>FylhfvacbWQ8mcxLiGI3B6HL0EczuISQBYd+Ebkrll4oWs5R
UaKnq4GA6o6+LE2myNf2OdNcJ/7IKPvrDw8NFXR7KVrDWcJa9CGaXd87uxFpsUiBBj3u9Q/E
IM4gaBH/RaaRsy0tKmEenguo6JWMVBBLE20bfLdOrBirpIyTbaIDUCyiUaI4qLrxR0uhuHvJ
gTejDcNbznGPn4esFjcZHTO/C6EDW1U/N3t+AGOcCCjYBf80dIoAOluhVNyglWtVDNeW02sM
tYuWc7m1swzjYqiBk+INkHnPrUvRsxZgzWoo3XGfgbXr15e2TY/IFN2C7bdJ5r6vXpB4dPfH
ThNxmg==</ds:SignatureValue>
				<ds:KeyInfo>
								<ds:X509Data>
										<ds:X509IssuerSerial>
												<ds:X509IssuerName>dnQualifier=\+LLvuYNO4YBJSp9Jjmlv8oippzQ=,CN=.DC.DMS.DC2.SMPTE,OU=DC.DOREMILABS.COM,O=DC2.SMPTE.DOREMILABS.COM</ds:X509IssuerName>
												<ds:X509SerialNumber>643</ds:X509SerialNumber>
										</ds:X509IssuerSerial>
										<ds:X509Certificate>MIIEejCCA2KgAwIBAgICAoMwDQYJKoZIhvcNAQELBQAwgYIx</ds:X509Certificate>
								</ds:X509Data>
								<ds:X509Data>
										<ds:X509IssuerSerial>
												<ds:X509IssuerName>dnQualifier=RQ/53RmuLsbzgfPXGlRYmJruwMs=,CN=.DMS.DC2.SMPTE,OU=DC.DOREMILABS.COM,O=DC2.SMPTE.DOREMILABS.COM</ds:X509IssuerName>
												<ds:X509SerialNumber>2</ds:X509SerialNumber>
										</ds:X509IssuerSerial>
										<ds:X509Certificate>MIIEdjCCA16gAwIBAgIBAjANBgkqhkiG9w0BAQsFADB/MSEw
HwYDVQQKExhEQzIuU01QVEUuRE9SRU1JTEFCUy5DT00xGjAYBgNVBAsTEURDLkRPUkVNSUxBQlMu
Q09NMRcwFQYDVQQDEw4uRE1TLkRDMi5TTVBURTElMCMGA1UELhMcUlEvNTNSbXVMc2J6Z2ZQWEds
UlltSnJ1d01zPTAeFw0wNzAxMDEwMDAwMDBaFw0yNTEyMzEyMzU5NTlaMIGCMSEwHwYDVQQKExhE


</ds:X509Certificate>
								</ds:X509Data>
								<ds:X509Data>
										<ds:X509IssuerSerial>
												<ds:X509IssuerName>dnQualifier=pkCB9j5KrAjndhcBkc3fOdfL/BQ=,CN=.PRODUCTS.DC2.SMPTE,OU=DC.DOREMILABS.COM,O=DC2.SMPTE.DOREMILABS.COM</ds:X509IssuerName>
												<ds:X509SerialNumber>4</ds:X509SerialNumber>
										</ds:X509IssuerSerial>
										<ds:X509Certificate>MIIEdDCCA1ygAwIBAgIBBDANBgkqhkiG9w0BAQsFADCBhDEh</ds:X509Certificate>
								</ds:X509Data>
								<ds:X509Data>
										<ds:X509IssuerSerial>
												<ds:X509IssuerName>dnQualifier=a/wUIHLuFW7RKXpNQGmQ966xOv8=,CN=.ROOT.DC2.SMPTE,OU=DC.DOREMILABS.COM,O=DC2.SMPTE.DOREMILABS.COM</ds:X509IssuerName>
												<ds:X509SerialNumber>2</ds:X509SerialNumber>
										</ds:X509IssuerSerial>
										<ds:X509Certificate>MIIEdjCCA16gAwIBAgIBAjANBgkqhkiG9w0BAQsFADCBgDEh</ds:X509Certificate>
								</ds:X509Data>
								<ds:X509Data>
										<ds:X509IssuerSerial>
												<ds:X509IssuerName>dnQualifier=a/wUIHLuFW7RKXpNQGmQ966xOv8=,CN=.ROOT.DC2.SMPTE,OU=DC.DOREMILABS.COM,O=DC2.SMPTE.DOREMILABS.COM</ds:X509IssuerName>



												<ds:X509SerialNumber>1</ds:X509SerialNumber>
										</ds:X509IssuerSerial>
										<ds:X509Certificate>MIIEcjCCA1qgAwIBAgIBATANBgkqhkiG9w0BAQsFADCBgDEh</ds:X509Certificate>
								</ds:X509Data>
				</ds:KeyInfo>
		</ds:Signature>
</DCinemaSecurityMessage>

Don't	worry	about	this	content,	it	may	seem	complex,	but	it	is	actually	simpler	than	it	looks.

The	ETM	standard	already	defines	the	basic	elements	we	see	above.
The	KDM	standard	adds	and	removes	more.
Thus,	a	KDM	is	an	extended	version	of	an	ETM

If	we	simplify	a	KDM	for	a	global	overview,	we	can	see	this	:

<DCinemaSecurityMessage>
		<AuthenticatedPublic/>				<!--	(1)st	part	-->
		<AuthenticatedPrivate/>			<!--	(2)th	part	-->
		<Signature/>														<!--	(3)st	part	-->
</DCinemaSecurityMessage>

Suddenly,	it	looks	much	clearer,	isn't	it	?	:)

We	quickly	notice	that	a	KDM	is	divided	into	three	main	parts	:

Block	name Description

1 Authenticated	Public
It's	the	non-encrypted	part	(plaintext)
Freely	accessible,	it	can	be	read	by	anyone	without	cryptographic	constraints
It	contains	necessary	metadata	for	management.

2 Authenticated	Private
It's	the	encrypted	part
It	can	only	be	read	using	the	private	certificate	of	the	receiver	(player	or	encoder).
It	contains	the	encrypted	AES	keys.

3 Signature
It's	the	part	used	to	authenticated	the	message.
It	contains	several	fingerprints,	signatures	and	certificates.

Each	part	being	quite	dense,	they	are	covered	in	the	following	chapters	:

KDM	-	Authenticated	Public	:	the	non-encrypted	part	and	readable	by	anyone
KDM	-	Authenticated	Private	:	the	encrypted	part	and	readable	only	by	the	receiver
KDM	-	Signature	:	our	part	in	authenticating	and	validating	the	KDM

SUBCHAPTERS

file:///data/www/sherpadown/dcp-inside/KDM-AuthenticatedPublic
file:///data/www/sherpadown/dcp-inside/KDM-AuthenticatedPrivate
file:///data/www/sherpadown/dcp-inside/KDM-Signature


KDM	-	Codes	:	Source	code	and	technical	tips	on	each	part	of	the	KDM

Cryptography	:	To	understanding	the	cryptography	used	in	digital	cinema.
Certificate	:	The	certificates	used	in	digital	cinema.
AES	Cryptography	:	The	symmetric	cryptography	used	to	encrypt	the	MXF.
RSA	Cryptography	:	The	asymmetric	cryptography	used	in	KDM	to	encrypt	AES	keys	(among	others
things).

1.	 To	be	precise,	the	AES	keys	will	be	used	to	decrypt	the	encrypted	data	in	the	encrypted	layer	in	MXF.	See
the	cryptograhy	inside	the	MXF	chapter	for	details.		↩

2.	 For	the	needs	of	this	document,	the	KDM	elements	has	been	modified.	They	are	syntactically	correct	but
cryptographically	wrong.	For	example,	signatures	are	broken	and	some	UUIDs	are	modified.	Don't	use	it	to
validate	your	tools.	↩
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